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Information on Gender Identity as Personal Data

under EU and US Data Protection Models

Abstract: One of the most important legal issues concerning gender identity is ensuring that no one is 

discriminated against in any type of environment and that individuals’ needs are considered seriously 

during the legislation process. Even though this can be questioned, if one needs to process information 

on gender to achieve an inclusive and diverse society and law, it seems that at this point in the history 

of society, there are no better measures to ensure a non-discriminatory environment than processing 

information on gender identity. Under the current personal data protection landscape, both in the 

European Union and the United States, it is not clear what the conditions are for processing information 

on the gender of individuals. Th erefore, the authors of this article analyse legal requirements from both 

jurisdictions, also in the light of the question of the adequacy of personal data protection in the US 

under article 45 of the General Data Protection Regulation.
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Introduction

Th e processing of personal data on gender identity is an issue that aff ects many 

data controllers. Th is applies to both the public sector (data processing to provide 

appropriate medical care, keeping civil status records, and taking actions to coun-

teract discrimination in the public space (Agius et al., 2011, p. 59)) and the private

(diversity and inclusion programmes run by employers, research on target groups and 
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brand perception, adapting work regulations and working conditions to the needs of 

non-binary or transgender people, maintaining employee documentation, and fi ght-

ing discrimination). At the same time, although public and private authorities should 

be presumed to have good intentions when processing gender identity data, they may 

discriminate, unintentionally or intentionally (United Nations, 2020). Nevertheless, 

the question of whether processing information on gender identity helps prevent dis-

crimination or has contradictory eff ects is not the subject of this article.

Performance theory explains gender as the expression of a set of assigned char-

acteristics, designated feminine or masculine, which defi ne ‘female’ or ‘male’ per-

formance (Faithful, 2010, p. 456). Th e unity of a person’s performative experience 

constructs our ‘male’ or ‘female’ identities (Butler, 1990, p. 22). Some individuals, 

however, refuse their assigned roles or go off -script, choosing instead to express 

themselves outside of their ‘intelligible’ performance (Butler, 1990, p. 23). A person’s 

gender identity consists of both how they view themselves in terms of expression 

and behaviour, but also how those expressions relate to what is historically consid-

ered masculine and feminine, and ultimately male and female (Herpolsheimer, 2017, 

p. 47). Undoubtedly, it can also be said that gender identity is an element that can 

signifi cantly aff ect the perception of an individual by society, and can lead to dis-

crimination or alienation. Gender identity and its perception police interactions with 

gendered accommodations, such as public bathrooms, homeless shelters, medical 

treatment programmes, and system of confi nement (D’Angelo, 2023, p. 559). By us-

ing characteristics of genders, individuals are inadvertently but inherently persecuted 

and stereotyped (Herpolsheimer, 2017, p. 46). Th ere is no escape from a social per-

ception of gender at this moment; certain characteristics which have been tradition-

ally assigned to gender classifi cation are active in societies, and there is a long way 

ahead before this perception changes.

Th e situation is even more complicated if one tries to rethink the concept of the 

necessity of including gender or sex indicators in national documents and registers 

(D’Angelo, 2023). If this is not the case, then valid questions arise about whether 

states and private sectors really need to process information on gender identity and 

whether this aff ects the data minimization rule. Nevertheless, it does not seem that 

either EU or US lawmakers are ready to admit that information on gender identity 

may not always be needed (the Supreme Court in Alaska, referred to below, is diff er-

ent), especially due to security concerns (see the example of the United Kingdom in 

Maier, 2020, p. 216).

In the meantime, in this article we try to focus on whether and to what extent 

personal data protection law in the EU and US applies to processing information on 

gender identity. By using comparative legal methodologies, we analyse which model 

of protection provides greater guarantees for individuals and how these models 

should be considered in light of the discussion around the adequacy of the personal 

data protection model in the United States. Bearing in mind the scope of this spe-
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cial issue, we focus on a very specifi c sector of personal data protection law, while 

remembering that this contributes only partially to the discussion of a compara-

tive perspective of EU and US laws. Th e hypothesis proven in this paper is that even 

though the guarantees off ered in the EU and US models diff er, at the end they pro-

vide a similar level of protection. Unfortunately, none of them leads to fully effi  cient 

solutions to overprocessing and discrimination based on gender identity. Consider-

ing the strong business connections between the EU and the US, and the amount of 

data transferred between both territories, this is crucial to understand what require-

ments are imposed on controllers when the laws of both jurisdictions are applied to 

them, and whether regulations in these jurisdictions are complementary in the light 

of adequacy standards (Kuźnicka-Błaszkowska, 2024, submitted).

1. Protecting information on gender identity under the EU data 

protection model

A data controller considering processing information on the gender identity of 

data subjects should fi rst refl ect whether this information constitutes personal data 

within the meaning of the General Data Protection Regulation (GDPR). Omitting 

this stage may result in serious consequences, not only by violating the transparency 

obligations, but also by not recording the fact of processing information on gender 

identity in the data processing inventory or, potentially, in the data protection impact 

assessment. Th e controller’s lack of awareness of what data they process may lead to 

a violation of the principle of minimization and proportionality or prevent proper 

risk analysis. But fi rst and foremost, lack of understanding of what categories of data 

are being processed certainly leads to serious threats to the safety of processed per-

sonal data, and as a consequence may lead to the disclosure of information on gender 

identity to unknown individuals and, further, to discrimination.

According to the defi nition included in Art. 4 of the GDPR, any information 

about an identifi ed or identifi able natural person should be considered as personal 

data. Factors enabling the identifi cation of a natural person include their physical, 

physiological, genetic, mental, economic, cultural, or social identity. Th e threshold 

according to which the identifi cation of an individual is determined remains low: 

the individual does not need to be identifi ed, but only made identifi able (Jasserand, 

2016, p. 302). Although gender identity has not been explicitly mentioned among 

the factors enabling the identifi cation of a natural person, according to psycholog-

ical science, it should be recognized that gender identity is part of social identities 

(Gulczyńska & Jankowiak, 2009, p. 30). Moreover, information about sex and gen-

der is used to confi rm the identity of an individual and, ironically, the world does 

not accept one’s identity until that proof is presented (Herpolsheimer, 2017, p. 58). 

Th erefore, assuming that the overriding purpose of the GDPR is to protect the rights 
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and freedoms of the individual, including, above all, their privacy and personal data, 

it seems that Art. 4 sec. 1 should be interpreted broadly, especially in the case of in-

formation in relation to which there is a high probability that its unauthorized dis-

closure would lead to a violation of the rights and freedoms of the individual. Th is is 

particularly important in the case of individuals who identify themselves as transgen-

der or non-binary, who suff er from discrimination and exclusion not only in the EU 

or US, but around the world (Gates, 2011; Kuźnicka, 2018; Śledzińska-Simon, 2020).

It should therefore be considered that where information on gender identity 

is related to a specifi c person, it should be measured as personal data relating to that 

individual. Such a situation will not take place in the opposite case, i.e. when the in-

formation on gender identity does not concern a specifi c, already identifi ed person 

or additional factors. In the vast majority of cases, information about gender iden-

tity alone will not allow the identifi cation of the person to whom it relates. However, 

it may happen that information about gender identity, together with other informa-

tion that is not personal data on its own, when combined can lead to the identifi ca-

tion of an individual. Such a scenario, assuming correct identifi cation, presupposes 

that information on gender identity will also be included in the catalogue of personal 

data.

2. Information on gender identity as sensitive data under the GDPR

Against this background, however, the question arises of whether, due to the im-

portance of information on gender identity for an individual, it should be treated as 

a special category of personal data (sensitive data). However, it seems that proposal 

that the recognition that information on gender identity is protected under Art. 9 

of the GDPR is a proposal that goes too far. Pursuant to the aforementioned provi-

sion regarding special categories of personal data subject to protection under Art. 

9 of the GDPR, information about sexual orientation and sexuality is recognized, 

among other things. Th e catalogue specifi ed in Art. 9 of the GDPR is a closed one; 

it should not be treated as extensive. Th e doctrine indicates that sensitive data should 

include information unequivocally stating certain properties of a natural person, as 

well as information from which such knowledge can be derived with a high degree 

of probability by an average recipient (Sakowska-Baryła, 2018). Such a situation does 

not occur in the case of information about gender identity – its disclosure does not 

lead to an unequivocal determination of an individual’s sexual orientation or sexual-

ity, or other data indicated in the provision in question.

Taking into account the existing legal status in most EU countries, in which in-

formation about whether someone is a woman or a man is not a special category of 

personal data, it should consequently be considered that information about some-

one’s transgender or non-binary status will not be sensitive data either. Additionally, 
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gender identity does not determine a person’s sexual orientation. Both women and 

men, as well as transgender and non-binary people, can be heterosexual, homosex-

ual, pansexual, or asexual (taking into account only the simplest and most popular 

division of sexual orientations). Th e disclosure and processing of information on 

gender identity will therefore not involve the processing of data on an individual’s 

sexual orientation.

Th e relationship between information on gender identity and information on an 

individual’s sexuality, which is also subject to special protection under Art. 9 of the 

GDPR, seems to be a little more complicated. Sexual identity is defi ned by psycholo-

gists as a construct of many aspects of human sexuality and the result of both biolog-

ical and social factors (Bancrofsekt, 2011). At the same time, gender identity does not 

lead to the disclosure of information about sexuality per se. Th e latter, on the basis of 

the GDPR, is understood broadly; it may include information about sex life or sexual 

abstinence (Sakowska-Baryła, 2018). Sexuality data may include information such as 

frequency of sexual contact or preferences for sexual behaviour, but also sexual disor-

ders. None of these are directly and inextricably linked to gender identity; it is impos-

sible to assign specifi c sexual behaviours as a characteristic of one, given sex.

Important measures regarding the recognition of information on gender iden-

tity have been taken by the UK supervisory authority. Even though these consid-

erations have been made aft er Brexit, to the best of our knowledge this is the only 

existing interpretation of processing information on gender identity under law which 

substantially incorporates the EU GDPR. Although, as a rule, the British Information 

Commissioner’s Offi  ce (ICO) does not consider information on gender identity as 

sensitive data, it points out that due to the fact that it concerns people who are par-

ticularly vulnerable to exclusion and discrimination, it should be subject to increased 

protection. As mentioned in the explanatory memorandum to the decision about the 

Mermaids organization (ICO, 2021), regardless of whether information on gender 

identity should be classifi ed as sensitive data or whether it may lead to the disclosure 

of other sensitive data, unauthorized access to and dissemination of this information 

entails signifi cant damage to and suff ering for data subjects.1 Th erefore, ensuring an 

adequate level of protection of this data is necessary, also taking into account the con-

sequences of its disclosure for the data subject. However, one should agree with the 

ICO, which indicates that in some cases, information about gender reclassifi cation 

may lead to the disclosure of data on the health of a given individual (ICO, 2021).2 At 

the same time, information on gender identity will not always lead to the disclosure 

1 Mermaids is an association of parents of transgender people actively counteracting discrimina-

tion against their children in the public space.

2 Th is may also happen in legal documents when an individual is in the process of gender reclassifi -

cation, as various states require confi rmation of the medical treatment and its type before reclassi-

fi cation of gender, e.g. in a birth certifi cate. 
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of information on gender reclassifi cation. In cases where the sex recorded in the birth 

certifi cate corresponds to the actual gender identity of the individual, disclosure of 

information about gender identity will in no way lead to the disclosure of informa-

tion about gender reclassifi cation (because such a reclassifi cation probably did not 

take place). Th is is similar in the case of people whose recorded sex does not agree 

with their sense of identity, but who have not started the reclassifi cation process. One 

of the situations in which information about gender identity may lead to disclosure of 

information about reclassifi cation, and thus health status, is when an individual has 

already made a full gender reclassifi cation and at the same time still uses documents 

specifying their sex in the way it was recorded at birth.

In its decision, the ICO suggests that a risk-based approach should be followed 

if information on gender identity is processed by the controller. Even though this 

approach is strongly present in the GDPR, this leaves a lot of responsibility in the 

hands of the controller; it is a direct obligation put on them through Arts. 24 and 

25 GDPR. However, this approach may have important consequences for individu-

als if the controller fails to fully comply or makes incorrect assessments. A risk-based 

approach requires controllers to take the risks to the rights and freedoms of data sub-

jects into account; it considers both the extensiveness of the measures that should 

be taken to ensure compliance and the outcomes that should be reachable through 

these measures (Quelle, 2018, p. 506). Th e risk-based approach asks controllers to 

build a form of compliance that does not merely ‘tick boxes’, but is tailored to respect 

the rights and freedoms of data subjects (Quelle, 2018, p. 506). In fact, a risk-based 

approach requires controllers to assess whether existing norms are suffi  cient to en-

sure the protection of individuals’ rights and freedoms, and if not, to implement ad-

ditional measures. Th is surely puts more obligations on the controllers and requires 

them to have knowledge and experience not only in the fi eld of processing personal 

data, but also to become experts on human rights (or at least be close to it). Th is re-

quirement may be overkill to many businesses, and in fact seems to shift  responsibil-

ity for protecting fundamental rights from the state to business.

Nevertheless, even though the existing data protection regulation in the Euro-

pean Union does not provide strengthened protection for processing information 

about gender identity, the current wording of the GDPR, especially a narrow inter-

pretation of Art. 9, does not allow for providing suffi  cient guarantees for processing 

personal data disclosing gender status. Enhanced protection should surely be given 

to those who identify as transgender or non-binary (considering their vulnerable sta-

tus (Malgieri & Fuster, 2020)), but such protection may also become a tool for coun-

teracting discrimination against women and men in specifi c areas of their lives. To 

achieve this goal, there is a need to change the current interpretation of Art. 9 GDPR 

in a way which will allow the expansion of protection to diff erent personal data 

(which may bring further uncertainties and diffi  culties and is not the preferred solu-

tion), will change the literal meaning of Art. 9 to include information on gender iden-
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tity in the catalogue of sensitive data, or will shift  the protection towards focusing 

on use, harm, and risk rather than on the nature of the personal data (Solove, 2024), 

which is clearly visible in the data protection model in the United States.

3. Protecting information on gender identity under US federal law

Th e entire system of protecting privacy and personal data in the United States 

is very diff erent from the European. Law is fragmented, even though certain states 

have made the eff ort to introduce some general legislation. Mainly recognized as 

providing privacy standards in the country, the Fourth Amendment of the US Con-

stitution does not apply to relations between private entities, and when it comes to 

relations between individuals and the state, it only applies in very limited circum-

stances (Judgment of the US Supreme Court, 1960; Kuźnicka-Błaszkowska, 2024 in 

press). Th erefore, one should not look for guarantees for the safe and lawful process-

ing of information on gender identity in the US Constitution.

Whereas the EU has acquired one defi nition of personal data under the GDPR, 

which refers to any information that identifi es or allow the identifi cation of an indi-

vidual, the United States has taken a slightly diff erent approach. Personally Identifi a-

ble Information (PII), as personal data is called under the US data protection model, 

does not have a single broad defi nition. Each state and each sector is regulated diff er-

ently, which is one of the fi rst reasons why the discussion about the adequacy of the 

US data protection model is so diffi  cult (Schwartz & Solove, 2014, p. 879). Neverthe-

less, under state laws, the term ‘personal data’ as well as ‘sensitive data’ is used in cer-

tain legislation, and the meaning is close to EU standards.

On the federal level, the US still lacks comprehensive legislation in this fi eld. 

Th ere are a couple of examples of legal acts which aim to protect certain information 

on the individual. Th e Health Insurance Portability and Accountability Act (HIPAA) 

provides a broad defi nition of health-related information that is subject to strict 

standards regarding safety and disclosure. Processing of PII under HIPAA is regu-

lated in a manner that is more closely analogous to the European model: HIPAA 

features enhanced notice requirements, as well as the requirement that ‘Covered En-

tities’ (generally, health care providers and insurers) obtain consent before using or 

disclosing protected health information for any purpose other than treatment, pay-

ment, or other health care operations. In either case, a fundamental part of the ra-

tionale for these controls is that sensitive personal information is easily subject to 

abuse or misuse, both by governments and by private employers, neighbours, or oth-

ers. Information on gender and sex (as discussed above) will not always be related to 

information concerning health. Nevertheless, medical providers do collect and pro-

cess information on gender identity, regardless of whether this is absolutely necessary 

considering the procedure a patient is subject to or whether it is justifi ed by the fact 
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that 1) the medical provider is keen to use the right pronouns or 2) this information 

is required to ensure that the treatment provided is tailored to the patient (Ogden 

et al., 2020, p. 619). Considering that both purposes for processing information on 

gender identity may be justifi ed under HIPAA, any wrongs shall be addressed by 

this Act. At the same time, the US model of personal data protection focuses rather 

on misuses of personal data which may lead to harm, discrimination, or exclusion.

If none of this happens, an individual will not be able to build a case and therefore as-

sert their rights in court.

Another legal instrument which aims at protecting the personal data of individ-

uals on the federal level is the Children’s Online Privacy Protection Act (COPPA). 

Unfortunately, COPPA mainly applies to commercial websites and online services 

targeting children under 13. Websites that do not target children – so-called general 

audience websites – that have ‘actual knowledge’ that they collect personal data from 

children also fall within the scope of COPPA. Under COPPA, personal data is defi ned 

as individually identifi able information about an individual, collected online. Th e 

defi nition contained in the Act is interpreted as providing guarantees for the process-

ing of certain categories of personal data, such as age, gender, height, weight, school 

grade, interests, habits, hobbies, pets, friends, zip code, even fi rst name (only), and 

the recording of preferences and movements online, as long as fi rst and last names, 

address, phone number, or other contact information is solicited (Bartow, 2000, 

p. 661). COPPA does not distinguish sensitive data from ‘ordinary’ personal data, and 

therefore does not require diff erent measures when personal data is processed. Sim-

ilarly, to the GDPR, COPPA requires parental consent for processing children’s data 

and an appropriate notifi cation (Kuźnicka-Błaszkowska, 2022, pp. 495–497). Under 

COPPA, there is no enhanced protection for processing information about gender 

identity.

It has to be mentioned that despite the lack of comprehensive privacy laws, cer-

tain initiatives ensure that processing information on gender status does not lead 

to discrimination against individuals. Most of these relate to including information 

on gender identity in offi  cial documents such as passports and driving licences, but 

also birth certifi cates, medical fi les, and prison certifi cations. Considering the dual 

lawmaking system in the US, this is not only a question of having gender informa-

tion included in the above-mentioned documents, but is also about introducing gen-

eral, comprehensive, and unilateral classifi cations on requirements regarding gender 

identifi cation (Spade, 2007–2008).

Several states in the US have made an eff ort to try to fi ll a gap in the model of 

personal data protection in their territory by passing their own rules and regulations 

in this area. Th e majority of them are modelled on the GDPR; however, certain dif-

ferences have been introduced. Considering their powers, no states have been able to 

implement comprehensive, pan-sectoral regulation, but they have surely made im-

portant steps in ensuring the highest possible level of personal data protection there.
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4. Protecting information on gender identity under US state law:

Th e examples of Delaware, Oregon, and Alaska

Law implemented on the state level is applicable only to processing and control-

lers connected with the territory of the given state. One must be very careful when 

analysing the rules about the processing of personal information in specifi c states 

and when considering the changing landscape of privacy protection there. Among 

multiple states which have introduced several pieces of data protection legislation in 

recent years, only a couple distinguish between ‘usual’ and special categories of per-

sonal data (sensitive data). Th e scope of this article does not allow us to describe and 

explain each and every one of the state laws, but considering the theme of this analy-

sis, it is crucial to explain how Oregon and Delaware protect information on gender 

identity, as these are the only states which directly refer to gender identity in their 

data protection laws.

Under the Delaware Personal Data Privacy Act (DPDPA), ‘personal data’ means 

any information that is linked or reasonably linkable to an identifi ed or identifi a-

ble individual, and does not include de-identifi ed data or publicly available informa-

tion.3 Th e DPDPA also defi nes the term sensitive data as ‘personal data that includes 

any of the following: a. Data revealing racial or ethnic origin, religious beliefs, men-

tal or physical health condition or diagnosis (including pregnancy), sex life, sexual 

orientation, status as transgender or nonbinary, national origin, citizenship status, or 

immigration status; b. Genetic or biometric data; c. Personal data of a known child;

d. Precise geolocation data’ (emphasis added). It is important to mention that ‘sensi-

tive data’ under the DPDPA protects only information on whether the individual is 

transgender or non-binary, but not information if someone is man or woman. Th is 

seems to be reasonable, up to a point. Indeed, over the last few years, it has been 

transgender and non-binary individuals suff ering the most from discrimination and 

exclusion.

Th e DPDPA requires the controller who processes sensitive data (including in-

formation on transgender or non-binary status) to obtain prior consent from the in-

dividual (the consumer) or, if this consumer is known to be a child, from its parent 

or lawful guardian. Additionally, processing of sensitive data should also be included 

in the data processing assessment. However, this requirement applies only to con-

trollers who process personal data of more than 100,000 consumers. Data processing 

3 ‘De-identifi ed data’ means data that cannot reasonably be used to infer information about, or 

otherwise be linked to, an identifi ed or identifi able individual, or a device linked to such an in-

dividual, if the controller that possesses such data does all of the following: a) takes reasonable 

measures to ensure that such data cannot be associated with an individual; b) publicly commits to 

processing such data only in a de-identifi ed fashion and does not attempt to re-identify such data; 

c) contractually obligates any recipients of such data to comply with all of the provisions of the law 

applicable to the controller with respect to such data.
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assessment in Delaware (similar to the EU) must be conducted in the case of process-

ing activities that present a heightened risk of harm to a consumer. Th is surely en-

hances the need for stronger protection of information on transgender or non-binary 

status. Another measure which should ensure the safety of the processing of sensi-

tive data, including information on transgender or non-binary status, is the necessity 

for the controller to conduct enhanced control over recipients to whom de-identifi ed 

or pseudonymous data is provided. In such a scenario, the controller must exercise 

reasonable oversight to monitor compliance with any contractual commitments to 

which the pseudonymous or de-identifi ed data is subject, and must take appropriate 

steps to address any breaches of those commitments.

Even though the DPDPA provides reasonable guarantees for processing infor-

mation on transgender or non-binary status, one must keep in mind that protection 

under this Act does not ‘apply to individual(s) acting in a commercial or employ-

ment context or as an employee, owner, director, offi  cer, or contractor of a company, 

partnership, sole proprietorship, non-profi t organization, or government agency 

whose communications or transactions with the controller occur solely within the 

context of that individual’s role with the company, partnership, sole proprietorship, 

non-profi t organization, or government agency” (DPDPA). Moreover, the protection 

applies only to residents of Delaware. Th is means that any consumer who is not a res-

ident of this state must rely in this regard on the protection provided by federal law 

(which, as has been already stated, does not provide comprehensive measures).

Another state which has introduced a law aiming to strengthen measures around 

the processing of information on gender is Oregon. Senate Bill 619 (Oregon Con-

sumer Privacy Act, OCPA) defi nes personal data as data, derived data, or any unique 

identifi er that is linked to or can be reasonably linkable to a consumer or to a de-

vice that identifi es, is linked to, or is reasonably linkable to one or more consum-

ers in a household. However, the term ‘personal data’ under OCPA does not include 

de-identifi ed data or data that (a) is lawfully available through federal, state, or lo-

cal government records or through widely distributed media, or (b) a controller has 

reasonably understood to have been lawfully made available to the public by a con-

sumer. Th is means that if a consumer made certain information publicly available 

(i.e. on an Instagram account, Facebook, etc.), the protection under OCPA does not 

apply. It is also crucial to understand that if the interpretation of ‘publicly available’ is 

understood as broadly as under the Fourth Amendment, any attempt to protect this 

information will be extremely diffi  cult. Th is is because, so far, the Supreme Court 

has recognized that an individual who discloses certain information to a third party 

(regardless of whether this is an individual or a company) or abandons it in a public 

space should not have a reasonable expectation of privacy (Solove, 2011, pp. 93–114, 

and the case law referred to therein).

Additionally, OCPA defi nes sensitive data in a way that also protects information 

on an individual’s status as transgender or non-binary. Unfortunately, the strength-



217

Information on Gender Identity as Personal Data under EU and US Data Protection Models

Bialystok Legal Studies 2024 vol. 29 no. 3

Białostockie Studia Prawnicze

ened protection does not include the content of communications or any data gener-

ated by or connected to an advanced two way communication systems or equipment 

for use by a utility. What is also important, similar to the DPDPA, is that OCPA pro-

vides limited protection for individuals that does not include either employment re-

lations or relations between the state and the individual.

As the US law system is broadly based on case law, to further understand the 

nuances of protecting information on gender identity by states, it is crucial to look 

into specifi c decisions of states’ supreme courts. In K.L. v. State Dept of Admin, the 

Superior Court of Alaska found that the routine disclosure of an individual’s state-is-

sued driving licence would expose their transgender status, would at least implicate 

non-fundamental aspects of the right to privacy, and that any procedure for changing 

the gender-identity marker on an individual’s licence ‘indirectly threatens the dis-

closure of this sensitive personal information’ (Judgement of the Superior Court of 

Alaska, 2012). Th e court sympathized with the plaintiff , stating that one’s transgender 

status is ‘private, sensitive personal information’.

Summary

Th e above analysis shows that the overall goal of both the US and the EU is the 

protection of the individual against discrimination, harm, and misuse of personal 

data. However, the United States does not regulate this in either a comprehensive or 

a detailed way. Th us, the United States and the EU share a similar goal in regulating 

this type of information, but the means they employ to reach that end are quite diff er-

ent (Hemnes, 2012, p. 11). Additionally, the protection guaranteed to individuals ei-

ther at state or at federal level does not apply to data subjects in all areas of their lives 

and does not oblige all controllers (in public or private entities) to ensure that per-

sonal data is protected during processing.

Current interpretation of the GDPR does not provide suffi  cient guarantees for 

processing information on gender identity. Th is type of personal data cannot be con-

sidered as sensitive data (a special category of personal data) under Art. 9 GDPR. En-

hanced protection can be foreseen; however, it is not certain whether the risk-based 

approach required by the GDPR is suffi  cient, considering the greater threat, and the 

serious societal implications, if information on gender identity is disclosed to cer-

tain actors. Th e approach taken by Oregon and Delaware provides a higher level of 

protection of personal data in the form of information on gender identity. However, 

as mentioned above, it has limited applicability. In terms of the subject matter, pro-

tection is defi nitely more useful to individuals, but the narrow scope of regulation 

means that in most situations, this protection is illusory or even non-existent. Th e 

ideal solution should aim at combining broad subjective protection with broadening 

the scope of regulation towards entities obliged to protect personal data.
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Even if one considers the risk-based approach which is strongly promoted in the 

US and under Art. 24 and 25 of the GDPR, it may be impossible to introduce a uni-

fi ed and comprehensive course in international companies based only on this factor. 

Neither the EU nor the US are monoliths – the level of discrimination and exclusion 

based on gender identity varies in each state of the US and in each Member State of 

the EU. Th is is not only the consequence of diff erent levels of social openness and re-

spect for fundamental human rights, but also a matter of legislation, which may or 

may not allow for gender affi  rmations and the procedures required to legally adjust 

gender in offi  cial documents. In such a scenario, it seems that controllers should take 

the most restrictive approach possible to processing information on gender identity, 

which may have enormous fi nancial implications and create a poor user experience.
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